Older people often have a complex mixture of health and social care needs and several different health and social care professionals are involved in their care. National policy in England is to promote the single assessment process (SAP), an integrated assessment of health and social care needs of older people. However, most of the current information systems do not adequately provide the functionality that is required by health and social care professionals. In this paper we discuss the suitability of agent technology, explaining why we selected it as offering the greatest potential for efficient and flexible information collection and sharing, and for supporting effective care planning. Also, we point out benefits derived from the use of agent technology in the development of health and social care systems, such as the minimization of health and social care professionals' workload. In addition, we describe how we have developed a model for an integrated information system, based on agent technology, for health and social care needs assessment of older people. Finally, we discuss issues, such as security and mobility, involved in the development of such a system, which will need to be designed and tested prior to its implementation in health and social care practice.
Introduction
The assessment of health and social care needs is at the heart of good practice in the care of older people. Older people often have multiple impairments and health problems, and complex support systems involving several health and social care practitioners and family carers. Sharing of assessment information is important to avoid unnecessary repetition and to ensure that all relevant information is available to support effective care planning. Recognition of the need to share assessment information has stimulated standardization of assessment methods. These in turn have been used to help standardize care planning and referrals following assessment. Information technology has the potential to improve efficiency and effectiveness in the collection and sharing of assessment information.
In England, the Department of Health has issued guidance to develop a single assessment process for the health and social care of older people [1] . A fully developed and integrated national electronic records system is to be in place by April 2004, with the introduction of integrated manual or electronic local system from July 2002.
Many different issues are involved in the development of a national electronic system, both for the computer scientists and developers of services. These include the complexity of the system and concerns about integration, mobility and security. In a distributed health care setting different health and social care professionals, such as general practitioners, nurses and social workers must co-operate together to provide the patient with appropriate care.
An agent is a software program that can possess some of the human capabilities such as intelligence, autonomy and mobility. 1 Because of those properties, agents are well suited for the development of health and social care information systems.
Although the number of agent-based systems has increased in the last few years, this is not the case in the development of health and social care information systems. More traditional technologies, such as web and databases, are still mainly used in the development of such systems. However, web and databases technologies fail to address adequately the main reason of using computer systems in the health and social care information systems, which is to reduce the workload and make procedures easier and quicker for health and social care professionals and to improve quality of care for the older people.
We believe that agent technology provides an effective solution in the development of those systems. The management of an older person involves many professionals. Each professional has their own data and expertise and they need to co-operate to provide the best care for the older people. An agent could be allocated to each professional, and it would be given enough intelligence so that it can negotiate with agents of other professionals to minimize the workload of the professionals and maximize the cooperation required for efficient care of the older people.
However, there are still open issues that need further investigation so that agent technology is widely used in the development of health and social care information systems. Such issues include the lack of a complete and mature software engineering methodology [2] that will help in the analysis and design of such systems. Security and mobility are also important concerns.
In this paper we provide an introduction to the single assessment process (SAP), an integrated health and social care needs assessment of older people and describe the functional linkage of our model. Then, we give a short overview of agent technology, and we analyse the suitability of agent technology in the development of health and social care information systems. Furthermore, we provide an overview of the system, and we discuss issues involved in the development of it. Based on personal experience from the development of the system, we provide a brief discussion on the necessity to analyse and design such a system before implementing it, and we discuss the issue of integrating security and mobile agent support during the development stages. Finally we draw some conclusions and outline some future work.
A single assessment process for health and social care of older people
In March 2001, the Department of Health published its National Service Framework (NSF) for Older People's Services [1] . The NSF sets national standards for the health and social care of older people, with an implementation plan, to be completed by 2005.
Standard 2 (Person-centred Care) includes requirements to establish a single assessment process for integrating the assessment of health and social care needs of older people. Local health and social care communities have to introduce standardized shared systems for assessing needs, with convergence towards a fully integrated and electronically based national system by April 2004. The Department issued further guidance in February 2002, listing requirements for contact, overview, specialist and comprehensive assessment, and a range of assessment instruments, which could be used for these types of assessment.
Contact and overview assessments would typically be undertaken by front-line primary health and social care practitioners, with specialist and comprehensive assessments undertaken by secondary care specialists or multi-disciplinary teams. Contact and overview assessments would provide the basis for specialist and comprehensive assessment, with the breadth and depth of all assessments undertaken according to the perceived needs of the older person. Domains and items to be covered in an overview assessment are shown in Table 1 . As these are fairly extensive, it is likely that only some would be covered fully at any one assessment, with a complete picture built up over time. We have categorized the domains and items according to their incorporation into EASY-Care [3] , an assessment instrument which is now widely used for overview assessment. It should be noted that elements of self-assessment are to be encouraged, and there is a strong emphasis on including the older person's views in establishing the focus of attention in assessing need and planning care. An information system to support integrated assessment of the health and social care needs of the older person, should therefore build on contact and overview assessment in primary care, with maximum involvement of the older person in prioritizing the assessment domains and in care planning.
Functional linkages
An information system to support the above should build from contact and overview assessments in primary health and social care, where the key practitioners in contact with older people are community nurses, social care workers, general medical, dental and ophthalmic practitioners and pharmacists. As community nurses, social care workers and general medical practitioners have a broader range of interests in relation to the domains of the single assessment process, our system focuses first on integrating their assessment processes, with the potential to link to specialist assessments by other primary care groups, to secondary care health professionals, other local government officers (e.g. housing) and voluntary and private sector providers. The system should also generate aggregated data to measure and compare local population needs ( Figure 1) . A number of software companies (e.g. www.liquidlogic.co.uk) are developing electronic systems to deliver the single assessment process, using traditional methods such as web technology and databases. However, we feel that agent-based systems would provide benefits that are not possible using these technologies. We believe that an agent-based system would minimize the work required by the professionals and improve the care of older people. Before we can demonstrate this, we need to provide an overview of agent technology and this is given in the next section.
Agent technology
Agent technology is emerging in different areas of Computer Science research and development. This technology is based around the concept of an agent. The term agent derives from the present particle of the Latin verb agere, which means to drive, act, lead or do [4] . According to Wooldridge and Jennings [5: 2] an agent is:
A hardware or (more usually) software based computer system that enjoys the following properties:
q Autonomy: agents operate without the direct intervention of humans or others, and have some kind of control over their actions and internal state.
q Social ability: agents interact with other agents (and possibly humans) via some kind of agent-communication language.
q Reactivity: agents perceive their environment, (which may be physical world, a user via a graphical user interface, a collection of other agents, the Internet, or perhaps all of these combined), and respond in a timely fashion to changes that occur in it. Software agents can be classified according to some special characteristics that they might have. Thus agents can be classified according to characteristics such as mobility, intelligence, learning and their ability to communicate [6] . A mobile agent for example, is able to transport itself from one machine to another on the network. Thus, a mobile agent Regional, national and international databases can be used for locally generated information about health status, well-being and social functioning of different populations to support research and service development can move to a system in which there is the information that it wants to obtain. A mobile agent when it transports itself it transports its state and code [7] . The code of a mobile agent is the class code that the agent needs in order to execute, while the state of a mobile agent is the values that determine what the agent will do after it transports itself. In a multi-agent system a software agent is considered as a problem-solving entity. In this type of system a complex task is accomplished by combining different software agents that posses different skills (expertise). All the different software agents that co-exist in the system possess their own expertise, which can be related to the other agents of the system but it is distinct, and they use this expertise at different stages of the solving process in order to accomplish their aims.
Multi-agent systems are very attractive to researchers because they can be viewed as human societies (a health and social care society in our case) in which the software agents play the roles of human beings, or there is a mix between human beings and software agents that co-operate and communicate in order to solve a complex problem. Thus, a software agent in a multi-agent system can be viewed either as an entity that acts on behalf of a human, or as an autonomous entity that possesses some expertise and is able to cooperate and communicate. In addition multi-agent systems help to develop a behavioural model for the animation of believable virtual humans in a virtual environment [8] . That means that multi-agent systems help designers to realize some of the potentials and the limitations of human-based systems before the actual implementation.
Suitability of agent technology
The use of agent technology during the last few years has increased. However, this is not the case in the development of health and social care information systems. These types of systems are mainly developing using other technologies such as databases or web technologies.
We believe that agent technology provides a novel and well-suited approach in the development of integrated health and social care information systems, mainly because its characteristics are well suited in the development of health and social care information systems.
Agent technology can provide an effective solution in the development of an integrated health and social care information system for many different reasons. In Huang et al. they note [9] that the medical environment is dynamic and unpredictable. Problem solvers (like software agents) are required, as they are able to exhibit intelligent goal-oriented behaviour and they are able to respond to changes in the environment. In addition, maintenance and expandability of an agent-based system is relatively easy. More agents can be added to the system (and others removed) without modifying the existing ones (or with minimum modifications to some of them) or any other components of the system. This is very important in our case, since agents corresponding to professionals will be added and removed from the system quite often. Furthermore, using agents helps the robustness of the system, since if one part of the system fails (if the computer of a professional goes down for example), the other agents of the system will notice that, and try to solve the problem without involving the broken part.
Mobility can also be an important factor in the development of an integrated health and social care information system. As it was mentioned, the concept of a mobile agent could play an important role in such a system. To make the role of mobile agents more clear we consider two different versions of a scenario. The story of the scenario (created having in mind the single assessment process) is as follows: A health professional is performing an assessment and identifies that the patient needs a specialist assessment (such as housing assessment for example). The professional must identify the most suitable care specialist to perform the specialist assessment.
In the first version of the scenario the professional will try to identify the most suitable specialist from a database of professionals. Then they should try to contact them to pass the information of the initial assessment and set up an appointment. Difficulties arise in this version of the scenario. First of all, it is likely that the professional will be in the house of the older person where connection to the database of the professionals might not be possible, so they must try to repeat the procedure when they return to their office where access to the database will be available. In addition, it might prove quite difficult to contact the specialist (they could be out of their office performing assessments). When the specialist receives the notification for the assessment and the details, they must provide some information back to the health professional such as acceptance of the date of the assessment. It is more likely that the specialist will have difficulty finding the health professional as well. All these problems mean the health professional has to spend more time, after the initial assessment of the patient, and since health professionals usually have to perform many assessments per day, this can influence the effectiveness of the assessments they perform. The same concerns occur with the specialist.
In a mobile agent version of the same scenario, an agent knows the capabilities and the commitments of the associated professional. The professional provides a mobile agent with all the important information, such as what kind of specialist is required (in fact that can be done automatically by the professional agent) while in the older person's house. Then the mobile agent will 'travel' through the network and it will try to identify the specialist for the more specialized assessment. Instead of trying to contact a database, the agent can determine which professional is able to carry out the required task by communicating directly with the other agents on the system. In case that connection is not possible, the mobile agent will keep trying until it gets the access. Then it will identify the specialist, it will contact their agent to set up a date for the assessment, and pass on the information of the assessment. When the professional returns to their office (or any place where connection is available) the mobile agent will inform them about the progress, indicating the name of the specialist that was appointed and the assessment date.
As can been seen from the two different versions of our example scenario, the main difference is that a mobile agent will perform the tasks without the intervention of the human professional, while traditional techniques require some kind of intervention from the professional. Thus, the use of mobile agents can reduce (in some cases) the time and the administration tasks that health and social care professionals have to perform, and thus allow more time for the actual care.
Furthermore, the agent paradigm displays some mutual characteristics with the single assessment process as shown in Table 2 . An agent-based system can consist of many different software agents, which can co-operate with each other, share information (distribute information) and each of them possesses some expertise.
In addition, the agent-oriented paradigm brings a different level of abstraction in developing complex computerized systems [10] . A complex computerized system (multiagent system) is broken down into smaller, simpler systems (individual agents) that communicate and co-operate to achieve the goals of the complex system. From personal experience, by dealing with developers of services and Computer Scientists, we have concluded that this level of abstraction helps in better mutual understanding. The Computer Scientists can better explain the functionalities of the system, by breaking it down into smaller autonomous entities (agents) that possess characteristics similar to humans and the service providers can use the concept of an agent to describe more precisely the needs of the system.
The system
In our system, the software agents will act on behalf of professionals. Each professional will have their 'own' software agent, which they will customize according to their needs. The agent will have enough information about the professional, such as personal information and professional commitments, and it will be intelligent enough (capable of analysing the information and making decisions) to enable it to act on their behalf, and also negotiate for the interest of the professional. The system will have the following characteristics:
q The system will consists of software agents as well as human professionals q Professionals will have their own software agent q The professionals must be able to customize their software agents through an easy-to-use interface q The software agents must have enough information about the professional (personal and professional) to act on their behalf q The system must be developed with network mobility in mind since many of the professionals will use it while in the older person's house q The system must be secure q The software agents must be capable of analysing information and making decisions q The software agents in the system must be able to communicate with and co-operate with each other as well as with the human professionals.
In addition, since the system must support person-centre care, a copy of the care plan or the assessments will be given to the older person. Initially it is more likely that this will be a paper copy since the current infrastructure in the houses of older people usually does not provide support for advanced technologies, or Internet connection and also it is more likely the older person will not have the necessary knowledge to deal with computer systems. In the cases where the infrastructure is available and the older person feels comfortable with computer systems, our system will support agents capable of acting on behalf of the older person. In this case the care plan or assessment results will be transferred to the older person's personal agent automatically from the system and the older person will be able to influence the form of their care plan. We believe that the number of older people that use agents to act on their behalf will increase in the next few years, due to the advance in technologies (such as GPRS [11] ) that will make connection possible from almost everywhere. In addition, the older population in a few years will be much more comfortable with computer systems.
Issues involved
There are many different issues involved in the development of our system. The most important of them are related to the design of the system prior to its implementation. These include security concerns, and mobility issues.
In developing such a system the first step is to analyse and design the system. Designing and analysing a system before it is actually implemented helps in the understanding of the system requirements, the user needs and thus the whole system. Starting to implement a system without designing it might work for small systems that only require a few lines of code and one developer. However, trying to implement complex distributed systems (as in our case), that require hundreds or thousands of lines of code, and large teams of developers, without a design proves to be a very difficult, and time-consuming task.
It is recognized in the agent research community [2] [12][13] [14] that there is a need for a complete analysis and design methodology for multi-agent systems. The main role of such a methodology will be to help in all of the phases of the development of an agentoriented system, and more importantly to help capture and model the unique characteristics that agent-oriented systems introduce such as flexibility, autonomous problem solving, and the rich interactions between the individual agents. An adequate analysis and design methodology also needs to capture and model the interactions between agents and non-agent elements (e.g. humans), the states (internal and external) of the agents that constitute the multi-agent system, as well as the goal-directed behaviour and the actions of the agents. Furthermore, trying to model integrated health and social care systems introduces some extra requirements [15] . The need to capture the environment of the system is essential, especially when there is no existing system (like in our case), either 'manual' or electronic.
Security is another major issue in the development of our system. The system will contain personal and medical information and thus must be as secure as possible. Security of personal health information is one of the priorities of many health care systems in different countries of the world including England. In addition, the English government has agreed that the electronic health care records should be at least as well protected as the paper ones. Nevertheless, the advances of information technology and the introduction of nationwide networks have made health and social care professionals as well as the patients worry about security. If patients (in our case older people) do not trust the security of the system, they will refuse to provide complete information about their health and social care needs, leading to many problems such as wrong assessment of needs, which could lead to wrong care plans.
The system under development lies in this category, as it is intended to be used nationwide in England. Health and social care professionals are worried that using such a system introduces risks for the privacy ('it is privacy that empowers the patient, rather than confidentiality that empowers the organisation. This distinction although it is familiar to medical ethicists, it is less familiar to computer security world' [16: 10] ) of personal health and social care information. Thus privacy of health and social care information is a major concern in such a system. According to the Good Medical Practice [17] , 'Patients have a right to expect that you will not pass on any personal information, which you learn in the course of your professional duties unless they agree'.
Other important security concerns are integrity and availability. Integrity assures that information is not corrupted and availability ensures the information is always available to authorized health and social care professionals. If assessment information is corrupted or not available the care provided to the older people by the health and social care professionals will not be efficient or accurate.
Mobility is another important issue in the development of our system. In an integrated health and social care system, mobile agents can be proved as an effective solution because of the advantages they offer [7] . 2 So far, mobility is currently considered mainly during the implementation stage. Very little thought is given to it during the analysis or the design of the system. This sometimes leads to incorrect usage of mobile agents or use of static agents in cases where a mobile agent would be a more effective solution. Many times developers face the question 'shall I use mobile or static agents?'. Many of them give an answer by taking into consideration the advantages of mobile agents, while others take into account the disadvantages.
Security and mobility support
Trying to give answers to the above issues is the main aim of an ongoing project [18] . The project aims to expand Tropos [19] agent-oriented software engineering methodology to deal with the above issues, i.e. security and mobility. Tropos was chosen because of two important advantages that Tropos offers in comparison with other existing methodologies (see for instance [2] for an overview on the state of the art). First, Tropos covers the early stages of requirements analysis [19] , and thus allows for a deep understanding of not only the system itself, but also of the environment where the system will operate. It also helps to understand better the interactions that will occur in the system between the software agents and the humans, something which is very important in the eSAP development. Second, Tropos covers the full range of the software development phases from the early analysis to the actual implementation and testing [19] .
We are specifically interested in security and mobility issues that are very important in the development of our system. During our analysis of the system we concluded [20] that we should take into consideration security and mobility issues throughout the whole development stages. Similar conclusions have been reached by other researchers both for security [21] and mobility [22] .
Currently the definition of security requirements is considered after the implementation of the system. This typically means that security enforcement mechanisms have to be fitted into a pre-existing design therefore leading to serious design challenges, which usually translate into software vulnerabilities. Modern computer systems (including medical systems), applications and operating systems are full of security vulnerabilities in many levels. Adopting a security focus through the overall system development process represents a solution to mitigate such problems.
The agent-oriented paradigm represents a feasible approach for the integration of security to software engineering. As mentioned by Jennings and Wooldridge [23] , agents act on behalf of individuals or companies interacting according to an underlying organizational context. The integration of security within the context will require for the rest of the subsystems to consider the security requirements, specified in the security policy, when defining their objectives and interactions therefore causing the propagation of security requirements to the rest of the subsystems.
In our work, to ensure the development of a secure system 3 we consider security aspects in the whole development stages. Thus, the security requirements are captured and analysed, then the development of the system takes place having in mind these requirements, and making sure they do not conflict with the functional requirements of the system.
Finally to test the security of the developed system we employ security scenarios, in which possible attackers try to attack different parts of the system. During this stage we are able to identify not only possible attacks to the system, but also analyse the intentions of the attackers. The output of this stage helps us to identify possible security vulnerabilities and propose solutions.
The usage of mobile agents is mainly decided during the implementation stage and according to general advantages or disadvantages that the mobile agent technology displays. However, the usage of mobile agents depends on each particular system, and taking into consideration only the advantages or the disadvantages of the technology sometimes is not the most effective solution. Also, the choice of mobile or static agents could conflict with other functional or non-functional requirements of the system under development. Taking into consideration mobility during the design helps to identify the conflicts early in the development cycle and also to find the most suitable solution.
In addition, even if the designer has identified the need to use mobile agents, current methodologies do not provide concepts or notation to capture them. Thus, one important part of our work is to provide notations and concepts to give answers to questions regarding mobile agents such as why an agent moves from one platform to another, where the agent moves to, when the agent moves and how it reaches the targeted platform.
Conclusions and future work
The development of information technology, and the need to standardize and integrate the assessment of health and social care needs of older people creates a challenge for both computer scientists and developers of services. Agent technology offers a promising basis for supporting real-time information exchange in needs assessment and improved care planning among key practitioner groups. It can support a person-centred approach to care planning by maximizing the involvement of the older person in establishing priorities for assessment and in decision making about care, with the generation of a common care plan for the older person, family carers and the key primary health and social care practitioners.
In this paper we argued that agent technology is suitable for the development of complete health and social care information systems and also we outlined the benefits of employing agent technology in the development of such systems. On the other hand, we presented some important issues that are involved in the development of a novel agentbased information system for the health and social care needs assessment of older people.
As many practitioners may be involved in the older person's care, the security of the system is a key consideration to ensure that individual and anonymized information is only shared with the consent of the older person. In addition, mobile agents can be (in some cases) an effective solution in the development of advanced health and social care information systems.
The identification of these issues is one of the initial steps in our work. Future work is directed towards extensions to support the integration of security and the modelling of mobile agents during the development of our system. Thus, we are extending the Tropos [19] agent-oriented methodology to support integration of security aspects during the analysis and design stages. In doing so we aim to provide a set of concepts and notations customized to security modelling, and a clear process that will guide the developer during the development stages. Future work on mobile agents modelling involves the identification of a process that will help developers to identify correctly the kind of agents that are suitable for their system, and then provide concepts and notations to capture them.
By doing that, we hope that the 'next generation' of health and social care information systems will reduce the workload and make procedures easier and quicker for health and social care professionals.
